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Introduction 
I-lacking, cracking, and cyber crimes are hot topics 

these days and will continue to be in near future. 

When the World Wide Web was mainly used to send 

e-mail and view remote data, the main concern was 

amateur hackers devising ways to break into large 

systems for bragging rights. Hackers are almost 

impossible to eliminate. As one group is caught, 

another replaces them. 

There are steps one can take to reduce threat level.  

• The first step is to understand what risks, threats, 

and vulnerabilities currently exist in your 

environment. 

• The second step is to learn as much as possible 

about the problems so you can formulate a solid 

response. 

• The third step is to intelligently deploy your 

selected countermeasures and safeguards to erect 

protections around your most mission- critical 

assets. 

 

The Tenth United Nations Congress on the 

Prevention of Crime and the Treatment of Offenders 

as of the year 2000 categorized following five 

offenses as cyber-crime: 

1. Unauthorized access; 

2. Damage to computer data or programs; 

3. Sabotage to hinder the functioning of a computer 

system or network; 

4. Unauthorized interception of data to, from and 

within a system or network; 

5. And computer espionage. 

 
Some Common Ways  of Breaching Security 
The 10 most common ways used to breach security 

are Stealing Passwords, Trojan Horses, Exploiting 

Defaults, Man-in-the-Middle Attacks, Wireless 

Attacks, Doing their Homework, Monitoring 

Vulnerability Research. Being Patient and Persistent, 

Confidence Games, Already Being on the inside. 

 

1. Stealing Passwords 

Computers have increased in complexity and ability, 

but humans have not responded the same way. It is 

relatively easy for an administrator to increase the 

security a system, but it is difficult for an 

administrator to make users act in a more secure 

manner. Mechanisms like increasing password 

complexity requirements often only lead to users 

writing down password and reusing the same  

 

 

password on multiple systems.  Security experts have  

been discussing the problems with password security 

for years. If you control authentication using 

passwords only, it is at greater risk for intrusion and 

hacking attacks than those that use some form of 

multifactor authentication. The problem lies with the 

ever-increasing abilities of computers to process 

larger amounts of data in a smaller amount of time. A 

password is just a string of characters, typically only 

keyboard characters, which a person must remember 

and type into a computer terminal when required. 

Unfortunately, passwords that are too complex for a 

person to remember easily can be discovered by a 

cracking tool in a frighteningly short period of time. 

Dictionary attacks, brute force attacks, and hybrid 

attacks are all various methods used to guess or crack 

passwords. The only real protection against such 

threats is to make very long passwords or use 

multiple factors for authentication. The perfect user 

will have different passwords for each different 

account, and he or she will be able to remember 8 to 

10 character length passwords with uppercase, 

lowercase, special characters, and numbers. If this is 

the case, the perfect user is not realistically human.  

 

Therefore users perform various techniques to 

help themselves: 

• Writing the passwords down on paper 

• Saving them in a text file on their computer 

• Using the same password for multiple systems 

• Creating password patterns. 
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This helps the user, but it also helps an attacker trying 

to break the same passwords. If an attacker 

compromises a computer and discovers an 

unencrypted text file containing passwords to that 

user’s various accounts, complete identity theft can 

occur. The same can also happen to users who write 

down their passwords on paper and loose. 

 

Requiring ever longer passwords causes a reversing 

of security due to the human factor. These include: 

 

• People who use the same password on multiple 

accounts, especially when some of those accounts are 

on public Internet sites with little to no security. 

• People who write their passwords down and store 

them in obvious places. 

• The continued use of insecure protocols that 

transfer passwords in clear text, such as those used 

for Web surfing, email, chat, file transfer, etc. 

• The threat of software and hardware keystroke 

loggers. 

• The problem of shoulder surfing or video 

surveillance. 

 

Password theft, password cracking, and even 

password guessing are still serious threats to LT 

environments. The best protection against these 

threats is to deploy multifactor authentication 

systems and to train personnel regarding safe 

password habits. 

 

2. Trojan Horses 

Criminal computer attacks grew at an alarming rate 

in 2004. In their 2005, Internet security threat report. 

Symantec reported that out of the top ten spyware 

programs, six were bundled with other programs. 

A Trojan horse is a malicious payload surreptitiously 

delivered inside a benign host. But the real threat of 

Trojan horses is not the malicious payloads you know 

about, its ones you don’t. A Trojan horse can be built 

or crafted by anyone with basic computer skills. Any 

malicious payload can be combined with any benign 

software to create a Trojan horse. There are countless 

ways of crafting and authoring tools designed to do 

just that. The malicious payload of a Trojan horse can 

be programs that destroy hard drives, corrupt files, 

record keystrokes, monitor network traffic, track 

Web usage, duplicate c-mails, allow remote control 

and remote access, transmit data files to others, 

launch attacks against other targets, plant proxy 

servers, host file sharing services, and more. 

 

Payloads can even be grabbed off the Internet or can 

be just written code authored by the hacker. Then, 

this payload can be embedded into any benign 

software to create the Trojan horse. Common hosts 

include games, screensavers, greeting card systems, 

admin utilities, archive formats, and even documents. 

All a Trojan horse attack needs to be successful is a 

single user to execute the host program. Once that is 

accomplished, the malicious payload is automatically 

launched as well, usually without any symptoms of 

unwanted activity.  

 

A Trojan horse can be delivered via email as an 

attachment, it can be presented on a Web site as a 

download, or it can be placed on a removable media 

(memory card, CD/DVD, USB stick, floppy, etc.). In 

any case, your protections are automated malicious 

code detection tools, such as modern anti-virus 

protections and other specific forms of malware 

scanners, and user education. 

3. Exploiting Defaults 

Nothing makes attacking a target network easier than 

when that target is using the defaults set by the 

vendor or manufacturer. Many attack tools and 

exploit scripts assume that the target is configured 

using the default settings. Thus, one of the most 

effective and often overlooked security precautions is 

simply to change the defaults. 

 

To see the scope of this problem, all one need to do is 

search the Internet for sites using the keywords 

“default passwords”. There are numerous sites that 

catalog all of the default user names, passwords, 

access codes, settings; and naming conventions of 

every software and hardware IT product ever sold. It 

is user responsibility to know about the defaults of 

the products he deploy and make an effort to change 

those defaults. 

 

But it is not just account and password defaults one 

need to be concerned with, there are also the 

installation defaults such as path names, folder 

names, components, services, configurations, and 

settings. Try to avoid installing operating systems 

into the default drives and folders set by the vendor. 

Don’t install applications and other software into 

their “standard” locations. Don’t accept the folder 

names offered by the installation scripts or wizards. 

The more one can customize the installations, 

configurations, and settings, the more his system will 

be incompatible with attack tools and exploitation 

scripts. 

 

4. Man-in-the-Middle Attacks 

A MITM attack occurs when an attacker is able to 

fool a user into establishing a communication link 

with a server or service through a rogue entity. The 

rogue entity is the system controlled by the hacker. It 

has been set up to intercept the communication 
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between user and server without letting the user 

become aware that the misdirection attack has taken 

place. A MITM attack works by somehow fooling the 

user, their computer, or some part of the user’s 

network into re-directing legitimate traffic to the 

illegitimate rogue system.  

 

A MITM attack can be as simple as a phishing e-mail 

attack where a legitimate looking e-mail is sent to a 

user with a IJRL link pointed towards the rogue 

system instead of the real site. The rogue system has 

a look-alike interface that tricks the user into 

providing their logon credentials. The logon 

credentials are then duplicated and sent on to the real 

server. This action opens a link with the real server, 

allowing the user to interact with their resources 

without the knowledge that their communications 

have taken a detour through a malicious system that 

is eavesdropping on and possibly altering the traffic. 

 

To protect yourself against MITM attacks, you need 

to avoid clicking on links found in e-mails. 

Furthermore, always verify that links from Web sites 

stay within trusted domains or still maintain SSL 

encryption. Also, deploy IDS (Intrusion Detection 

System) systems to monitor network traffic as well as 

DNS and local system alterations. 

 

5. Wireless Attacks 

Wireless networks have the appeal of freedom from 

wires - the ability to be mobile within your office 

while maintaining network connectivity. Wireless 

networks are inexpensive to deploy and easy to 

install. Unfortunately, the true cost of wireless 

networking is not apparent until security is 

considered. It is often the case that the time, effort, 

and expense required to secure wireless networks is 

significantly more than deploying a traditional wired 

network. 

 

Interference, DOS, hijacking, man-in- the-middle, 

eavesdropping, sniffing, and many more attacks are 

made simple for attackers when wireless networks 

are present. Many organizations have discovered that 

workers have taken it upon themselves to secretly 

deploy their own wireless network. They can do this 

by bringing in their own wireless access point 

(WAP), plugging in their desktop’s network cable 

into the WAP, then re-connecting their desktop to 

one of the router/switch ports of the WAP. This 

retains their desktop’s connection to the network, 

plus it adds wireless connectivity. All too often when 

an unapproved WAP is deployed, it is done with little 

or no security enabled on the WAP. Thus, a low cost 

WAP can easily open up a giant security hole in a 

multi- million dollar secured-wired network. 

 

To combat unapproved wireless access points, a 

regular site survey needs to be performed. This can 

be done with a notebook using a wireless detector or 

with a dedicated hand-held device. 

 

Conclusion 
In coming years, intelligent networking security will 

keep flourishing, and an eventual seamless 

integration of MANET with other wireless networks, 

and the fixed Internet infrastructure. Secure routing is 

vital to the acceptance and use of Ad hoc networks 

for many applications. Ad hoc networks need secure 

routing protocols and trust management to prevent 

attacks that use modification, fabrication and 

impersonation. The routes discovered by routing 

protocol may be with smallest hop count or secure 

but need to be minimum- energy routes. 

 

This thesis provided a comparative framework for 

key management schemes in terms of security, 

efficiency and their applicability in mobile ad hoc 

network (MANET) for image processing in senser 

based network.  

 

Two asymmetric approaches for key distribution 

have been presented. One is based on partially 

distributed Certificate Authority (CA) which lacks 

key revocation mechanism and uses public key and 

threshold cryptographic scheme that is 

computationally infeasible for small energy 

constrained devices used in mobile ad hoc networks. 

Another approach presented is a self organized 

approach which is suitable for mobile ad hoc network 

because it does not require any form of infrastructure. 

But, as it uses the web of trust model, nodes are more 

susceptible in this type of model as malicious 

attackers need to compromise any user in the 

network. 

 

Key Agreement using Threshold Cryptography 

cannot be considered as an ideal solution for key 

management in mobile ad hoc networks as some 

issues like changing topologies in the middle of key-

agreement. If there is a huge change in the topology 

then the linkage between the neighbor nodes could be 

broken and the whole process has to start from the 

beginning. Again, this approach is vulnerable to man-

in-the middle attack for the new member joining the 

network. Some short of routing framework must be 

considered when two nodes need to communicate and 

when broadcasts. The key agreement protocol based 

on password authenticated key exchange also has 

some limitations like a secure routing infrastructure is 

needed to implement this, a link failure in the midst 
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of a key agreement process requires to start the whole 

process from scratch. 

 

Key pre-distribution would, be a better choice for 

mobile ad hoc networks where the network topology 

is unknown prior to deployment. The presented key 

pre-distribution scheme requires the existence of a 

trusted third party in the initialization phase. 

 

Analyzing the existing schemes, this thesis comes up 

with an idea to use ID-based encryption that uses 

elliptic curve cryptography to distribute keys in ad 

hoc network in an while respecting requirements. 

Initially efficient the nodes manner security of the 

network are being clustered and then’ cluster heads 

are chosen to’ form a Distributed Private Key 

Generator (DPKG). Elliptic curve cryptography 

scheme is efficient which requires a smaller key size 

and computationally efficient for nodes having low 

computational power. The use of proactive secret 

sharing also enhances the security of the system.   In 

this era of convergence, the network scientists look 

forward to mobile computing as the field where 

maximum benefits can come both to business and 

society at large in terms of intelligent networking 

security by using image processing in sensor based 

network. Though, Cellular Networks are open to 

attacks such as DOS, channel jamming, message 

forgery etc. but securities features are provided that 

prevent such attacks. We have entered in to the phase 

where we cannot think of living without information 

exchange and that too in the shortest span of time. 

Thus we see mobile computing as the only subject 

which can do wonders to the mankind.  In this, it has 

been worked basic ideas for computer security, 

integrity, availability, implemented by access control 

based on the standard of authentication, 

authorization, and auditing has been incorporated. 

Effective information’s security is the foundation of a 

secure operating environment in networking system. 

We pointed out here three important aspects of 

matrices along with graphs for security 

measurements. By using these matrices, certain 

authentication and secrecy codes be generated. Thus, 

classification concept on information will well satisfy 

the co-ordination of remote information which 

extends to security and emerging technology and in 

present era, it may be suggested for future work on 

industrial and other relevant areas. 
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