
34 

 

A STUDY ON COOPERATIVE DEFENSE AGAINST NETWORK ATTACKS 
 

Navdeep Singh
1
 

 

 

 

 

 

 

 

 

 

 

 

Introduction 
Distributed denial of service (DDoS) attacks on the 

Internet have become an immediate problem. As 

DDoS streams do not have common characteristics, 

currently available intrusion detection systems (IDS) 

can not detect them accurately. As a result, defend 

DDoS attacks based on current available IDS will 

dramatically affect legitimate traffic. In this thesis, 

we propose a distributed approach to defend against 

distributed denial of service attacks by coordinating 

across the Internet. Unlike traditional IDS, we detect 

and stop DDoS attacks within the intermediate 

network. In the proposed approach, DDoS defense 

systems are deployed in the network to detect DDoS 

attacks independently. A gossip based 

communication mechanism is used to exchange 

information about network attacks between these 

independent detection nodes to aggregate information 

about the overall network attacks observed. Using the 

aggregated information, the individual defense nodes 

have approximate information about global network 

attacks and can stop them more effectively and 

accurately. To provide reliable, rapid and widespread 

dissemination of attack information, the system is 

built as a peer to peer overlay network on top of the 

internet. A Distributed Denial of Service (DDoS) 

attack is a large-scale, coordinated attack on the 

availability of services at a victim system or network 

resource. The DDoS attack is launched by sending an 

extremely large volume of packets to a target 

machine through the simultaneous cooperation of a 

large number of hosts that are distributed throughout 

the Internet. The attack traffic consumes the 

bandwidth resources of the network or the computing 

resource at the target host, so that legitimate requests 

will be discarded. The impact of these attacks can 

vary from minor inconvenience to the users of a web 

site, to serious financial losses to companies that rely 

on their on-line availability to do business. DDoS 

attacks are likely to become an increasing threat to 

the Internet due to the easy availability of user-

friendly attack tools, which help to coordinate and 

execute a large scale DDoS attack. Even an 

unsophisticated individual can launch a devastating 

attack with the help of these tools. Available tools 

include Trinoo, TFN, TFN2K, Shaft, and 

Stacheldraht and have been used in DDoS attacks 

against well-known commercial web-sites, such as 

Yahoo, Amazon, Ebay. The only way to completely 

eliminate the DDoS threat is to secure all machines  

 

on the Internet against misuse, which is unrealistic.  

Most large web sites currently handle the problem by 

equipping critical systems with abundant resources. 

While this raises the bar for the attacker, any amount 

of resources can be exhausted with a sufficiently 

strong attack. The only viable approach is to design 

defense mechanism that will detect the attack and 

respond to it by dropping the excess traffic. Generally 

it is easy to detect the abnormal behavior of attack 

near the victim. However, it is also often too late to 

detect the DDoS attack at the victim network. The 

attack should ideally be stopped as close to the 

sources as possible, saving network resources and 

reducing congestion. However, there are no common 

characteristics of DDoS streams that can be used to 

detect the attacks near the source. To balance this 

tradeoff, in this research we try to detect the DDoS 

attacks in the intermediate network. As the traffic is 

not aggregated enough in the intermediate network, 

current single deployment detection systems cannot 

detect DDoS attacks with high accuracy. As a result, 

the reported false alarms will lead to dramatically 

affect on legitimate traffic. To improve the defense 

efficiency and accuracy, we propose a dynamic 

defense infrastructure composed of a diverse 

collection of independent defense nodes located in 

the intermediate network of the Internet. We make 
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the assumption that in the intermediate network, the 

aggregated attack flows toward the victim consume 

more bandwidth than aggregated normal flows to the 

victim. This is reasonable because if every attacker 

sends at a rate comparable to a good user, then an 

attacker must recruit or compromise a large number 

of hosts to launch an attack with sufficient traffic 

volume. The focus of this research is to develop 

methods to efficiently share the information provided 

by existing DDoS attack detection systems to 

improve the accuracy of defense rather than to 

improve upon current available DDoS detection 

methods. The primary contribution of this research is 

a global defense infrastructure built as an overlay 

network on top of the Internet. This infrastructure 

provides reliable, rapid and widespread cooperation 

among individual detection nodes to improve the 

accuracy of DDoS detection in the intermediate 

network. Given the large scale of the internet and 

purpose of this infrastructure, we need resilient and 

scalable communication mechanism to exchange the 

attack information. We design directional gossip 

mechanisms to fulfill this need while reducing the 

overhead of information sharing. Initial results using 

a simulation illustrate that the proposed approach is 

both efficient and feasible. 

 

Defense against Network Attacks 
An inherent weakness in the system may it be by 

design, configuration or implementation which 

renders it to a threat. But most of the vulnerabilities 

are not because of faulty design but some may be 

caused due to disasters both natural and made, or 

some maybe cause by the by same persons trying to 

protect the system. Most of the Vulnerabilities caused 

due to poor design, poor implementation, poor 

management, physical vulnerabilities, hardware and 

software, interception of information andhuman 

vulnerabilities. Many of the network attacks can be 

easily prevented by the network admin monitoring 

his network closely and applying the entire latest 

patch available from the vendor to his software. 

However this cannot prevent most of the attacks, to 

prevent them, the network requires configurations 

such as: 

 

A. Configuration Management 

It is as important as having a descent firewall to 

protect the system. As soon as a network setup is 

completed all its default logins, Ids, address must be 

changed as soon as possible as all these information 

is available on the internet for anyone to view. 

Anyone can use the default login to gain access to the 

network and it can put all the network at risk. The 

machines inside the network must be running the 

running up to date copies of O and all the patches 

especially the security patches must be installed as 

soon as they are available, configuration files must 

not have any known security holes, all the data is 

backed up in a secure manner, it allows us to deal 

with nine out of the ten topmost attacks. Several tools 

are also available which allows patches to deployed 

simultaneously and keep things tight. 

 

B. Firewalls 

It is the most widely sold and available network 

security tool available in the market. This is the wall 

which stands between the local network and the 

internet and filters the traffic ad prevents most of the 

network attacks. There are three different types of 

firewalls depending on filtering at the IP level, Packet 

level or at the TCP or application level. Firewalls 

help preventing unauthorised network traffic through 

an unsecured network to a private network. They can 

notify the user when an untrusted application is 

requested access to the internet. They also create a 

log of all the connections made to the system. These 

logs can be very harmful in case of any hacking 

attempts. Firewalls only work if they are correctly 

configured, if somebody makes a mistake while 

configuring the firewall, it may allow unauthorised to 

enter or leave the system. It takes certain knowledge 

and experience to correctly configure a firewall. If 

the firewall goes down one cannot connect to the 

network as in a case of DOS attack. Firewall also 

reduces the speed of network performance as it 

examines both incoming and outgoing traffic. 

Firewall does not manage any internal traffic where 

most of the attacks come from. Many companies are 

under false assumptions, that by just using a firewall 

they are safe, but the truth is they are not, firewall can 

be easily be circumvented. The best thing while 

configuring firewall is to deny anything that is not 

allowed. 

 

C. Encryption 

Using encryption methods one can prevent hacker 

listening onto the data because without the right key 

it will just be garbage to him. Different encryption 

method such as using HTTPS or SHTTP during the 

transmission of data between the client and user, will 

prevent Man in the middle attack (MIM), this will 

also prevent any sniffing of data and thus any 

eavesdropping. Using VPN will encrypt all the data 

going through the network, it will also improve the 

privacy of the user. Encryption also has downsides as 

all the encrypted mail and web pages are allowed 

through firewall they can also contain malware in 

them. Encrypting data takes processing power from 

the CPU. This in turn reduces the speed at which data 
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can be send, the stronger the encryption the more 

time it takes. 

 

D. Defence against DOS Attacks 

To prevent DDoS attack many technologies have 

been developed such as intrusion detection systems 

(IDSs), firewalls, and enhanced routers. These things 

are used between the internet and servers. They 

monitor incoming connections as well as outgoing 

connections and automatically take steps to protect 

the network. They have traffic analysis, access 

control, redundancy built into them. IDSs are make a 

log of both the incoming and outgoing connections. 

These logs can then be compared to baseline traffic to 

detect potential Dos attacks. If there is unusually high 

traffic on the server it can also alert of a possible 

ongoing DOS attack such as TCP SYN flooding. 

Firewalls can also be used as defence against DOS 

attacks with the required configuration. Firewalls can 

be used to allow or deny certain packets, ports and IP 

addresses etc. Firewalls can also perform real time 

evaluation of the traffic and take the necessary steps 

to prevent the attack. Security measures can also be 

employed in routers which can create another defence 

line away from the target, so even if a DOS attack 

takes place it won’t affect the internal network. 

Service providers can also increase the service 

quality of infrastructure. Whenever a server fails a 

backup server can take its place, this will make effect 

of DOS attack negligible. If the service providers are 

able to distribute the heavy traffic of a DOS attack 

over a wide network quickly it can also prevent DOS 

attacks, however this method require computer and 

network resources and they can be very costly to 

provide on daily basis as a result only very big 

companies opt for this method. 

 
Conclusion 
Computing applications are becoming more 

decentralized. Consequently, cooperation is 

increasingly important for achieving many tasks. This 

matters especially for security. An adversary might 

compromise several devices in a network, and use 

them in a combined way that causes more damage 

than would be possible when abusing the devices 

individually. Cooperation among defenders may also 

be required, since no one may control all the 

components of a network yet the entire network must 

be protected. Cooperating in defense is further 

complicated by a lack of trust between components 

and the potential for conflicting interests. This thesis 

has examined cooperative attack and defense for a 

range of distributed network applications. That 

presented two categories of attack on wireless sensor 

networks. In the first attack, an adversary 

compromises a number of devices to extract the keys 

loaded onto them. The adversary then selectively 

swaps the secrets between the devices in order to 

overwhelm the sensor network with illegitimate 

communication channels. The attack is noteworthy 

because of the scaling effect achieved through 

collusion: compromising 5% of the devices enables 

an attacker to control 50% of authenticated 

communication channels. In the second attack, 

revoked devices can rejoin the network by setting up 

path keys via colluding intermediaries. This attack 

can be mitigated by keeping a better record whenever 

path keys are established, but this comes at a price of 

increased complexity. The root cause of both attacks 

is the trade-off made by the designers of key-

management schemes to assign a limited number of 

keys to devices. Such an approach favors minimizing 

the costs at deployment, while ignoring any increase 

in maintenance costs. Notably, many attacks made 

possible by the limited assignment of keys are 

cooperative in nature (e.g., key-harvesting attacks). 
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