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Introduction 
Often, the most obvious outward symptoms of a 

malware infection is that the computer becomes 

unstable. The computer may crash, reboot 

spontaneously or slow down without any logical 

explanation. When a worm infects a computer, 

the Internet connection may become slow as the 

worm searches online for other computers to 

infect. Some types of malware can infect a 

computer by being downloaded through the Web 

browser when the user visits an infected website. 

Worms can be particularly insidious, because 

they can infect a computer without permission to 

users. 

 

According to the study conducted by Vivek 

Notani Behavioral Analysis of Malware 2013, 

malwares are one of the biggest threats to all 

schools and private computers. As malware 

attacks become more frequent, attention has 

begun to shift from viruses and spyware 

protection, to malware protection, and programs 

that have been specifically developed to combat 

malware. Hence, many users install antivirus 

software that can detect and eliminate malware. 

 

As school used computers to improved learning 

and teaching methods, they install the needed 

software; In La Consolacion University 

Philippines majority of students who are 

computer users rely on the system to help them 

enhance their knowledge. With this, LCUP 

computer users are mostly unaware that Installing  

and downloading software and accessing internet 

services are threats and may invite malicious 

software that will penetrate and attack operating 

system which will immediately cause improper 

functions among computer system. In view of 

this, the researchers conducted the study entitled, 

The Derivatives of Malware in the Operating 

System: Analysis and Preventive Measures. 

 

Statement of The Problem 
The researchers seek to determine the computers 

from Malicious Software. Particularly this study 

will also find answers to the following questions. 

1. What are the current Malware that affects the 

computer system of LCUP? 

2. What processes are involved in identifying 

malwares in the computer system? 

3. What preventive measures are implemented 

in solving/mitigating malware problem in the 

computer system? 

 

Methodology 

This study utilized the descriptive-Analysis 

method of research. As widely accepted, the 

descriptive-Analysis method of research is a fact-

finding study that involves adequate and accurate 

interpretation of findings. In this study Research 

Process Method can be use provides different 

stages: 1) Problem Definition 2) Planning 3) 

Testing/Scanning 4) Data Collection 5) Data 

Analysis and 6) Evaluation.  Descriptive-

Analysis research method describes a certain 

present    condition.    Relatively,  the method is 
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appropriate to this study since it aims to describe 

and analyze the present condition of technical 

analysis as it is used in the recent trends. In terms 

of approach, the study used both qualitative and 

quantitative approaches. The quantitative 

approach focused on obtaining numerical 

findings through the use of survey method. The 

interview on the other hand, made up the 

qualitative approach of the study as this focused 

on personal accounts, observations, description 

and individual insights of the respondents. This 

study employed the combined approach so as to 

overcome the limitations of both approaches. 

 

The research design uses quantitative method to 

collect data which is needed to provide accurate 

information with regards to the study. 

Questionnaire was used as a tool in collecting and 

recording information about the study which is 

made up of a list of questions. It includes definite 

purpose that is related to the objectives of the 

research.  

 

Summary and Findings 
1. Seventy- two (72) respondents of the study 

came directly from La Consolacion 

University Philippines. This includes the 

ITC, the professors and the students. All of 

these participants were selected through 

random sampling. This sampling method is 

conducted where each member of population 

has an equal opportunity to become part of 

the sample. The proponents defined the 

population first, list down all the members of 

the population, and then select members to 

make the sample.  

2. The Proponents conducted survey among 

selected students from basic education 

department and college department of LCUP 

and also selected personnel’s. The 

respondents given a day to complete the 

survey questionnaire upon request and 

collected, the responses tallied, computed, 

analysed, and recorded. 

3. The researchers used three kinds of software to 

scan the computers of La Consolacion 

University Philippines. The first software is 

the Microsoft windows removal tool, then the 

Microsoft security essentials and the last is the 

windows defender, the researchers choose 

three Microsoft antivirus software because the 

LCUP computers are using Microsoft 

Operating system. The researchers used the 

Microsoft windows software removal tool as 

their first scanning tool, it works in all 

computers both windows xp and windows 8 

operating system. The second software that the 

researchers uses is the Microsoft security 

essentials they used it as their second scanning 

tool to confirm if the first scanning tool is 

reliable, but it only works on windows xp 

operating system, so the researchers uses 

another software named windows defender to 

scan all computers with window 8 operating 

system. 

4. The ITC department are doing some 

preventive measures like installing and 

activating applications like Deepfreeze. For 

some of the computers they disabled the USB 

port so the students won’t plug their devices. 

5. Malwares are the most common computer 

viruses that affect most computer systems of 

La Consolacion University Philippines. Hence, 

the researchers were convinced to conduct a 

research proposal entitled “The Derivatives of 

Malware; Analysis and preventive measure”. 

This study was approved by the department 

Dean. 

6. As a final assessment of the computer 

utilization at LCUP computers with 

accumulated response from different users 

such as students, administrator and personnel it 

was evaluated with different criteria: 1) 

Internet with 3.65 weighted mean as 

“Frequently” utilized. 2) Storage device with 

3.84 weighted mean as “Frequently” utilized. 

3) Security of LCUP is 3.81 weighted mean as 

“Frequently” utilized also. The general 

weighted mean for computer utilization of 

LCUP is 3.77 with descriptive rating and 

interpreted rating and interpreted verbally that 

computers at LCUP are “Frequently” utilized 

as presented in data. 

  

Conclusion 

Based from the result of intensive scanning 

among computers in the laboratories of La 

Consolacion University Philippines, the study 

indicates that most of the computers are infected 

by malware primarily caused by outdated version 

and free antivirus program usage which have 

been resulting to limited functionality to protect 

computers, unprotected web surfing, based on the 

research conducted by researchers on the 

vulnerabilities of the operating system, the 

automatic updates were not installed because of 

the deepfreeze software installed in each 

computer that caused minimal protection for the 

computers. However, other activities conducted 

on the internet were not well monitored by the IT 

personnel. The results showed that computers 

need to be given additional attention to protect 

these machines from malware attack by applying 

the required or the preventive measures to avoid 

further damage to the operating system and from 

the rest of computers in the university. The 

researchers recommendation is to install proper 

and useful antivirus software specially the full 

version in all computers combat malware attacks, 

the suggestion is the use of Windows Defender to 
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block and filter all websites which are not 

secured, a strict monitoring for the activities of 

the students and preventive maintenance must be 

conducted regularly. 

 

After the research, the continuing improvement 

on the computer laboratory facilities 

implemented, wherein the necessary website 

materialized, weekly monitoring in the computer 

units, updated virus scan installed and awareness 

to the end user are recapitulated. 

 

Conflict of Interest 
There is no conflict of interest between the authors 

in this manuscript.  

 

References 

1. (2014). “Foundation Degree South West”, 

from:  

http://media3.bournemouth. 

ac.uk/marketing/06research/03process.html, 

retrieved: august 2014 

2. (2014). “Infection rates and end of support for 

Windows XP”, from: 

http://blogs.technet.com/b/mmpc/archive/2013

/10/29/infection-rates-and-end-of-support-for-

windows-xp.aspx retrieved: august 2014 

3. (2014). “OS’s and the evolution of malware”, 

from: 

http://blogs.norman.com/2014/business/oss-

and-the-evolution-of-malware.  

retrieved: august  

4. (2014). “Penn State University Libraries”, 

retrieved: august 2014 from: 

http://www.libraries.psu.edu/psul/pubcur/what

_is_dm.html#what-is-data-management 

5. Almeroth, et. al., (2008). “Malware in IEEE 

802.11 Wireless Networks.” 

6. Bossler, Adam M. & Holt, Thomas J., (2014). 

“On-line Activities, Guardianship, and 

Malware Infection: An Examination of 

Routine Activities Theory”, from: 

http://www.cybercrimejournal.com/bosslerholt

ijcc2009.pdfretrieved: august 2014. 

7. Ciampa, Mark, (2003). “Security+ Guide to 

Network Security Fundamentals.” 

8. Cohen, Fred, (2014). “Computer viruses”, 

from: http://all.net/books/virus/part5.html 

retrieved: august 2014. 

9. Egele, et. al., (2007). “Panorama: capturing 

system-wide information flow for malware 

detection and analysis.” 

10. Veerle, et. al. (2009). “Managing and Sharing 

Data”, retrieved: august 2014 from: 

http://www.data-archive.ac.uk/media/2894 

/managingsharing.pdf. 

 

http://www.libraries.psu.edu/psul/pubcur/what_is_dm.html#what-is-data-management
http://www.libraries.psu.edu/psul/pubcur/what_is_dm.html#what-is-data-management

